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New organization of e-mail at UCL…
Implementation at FACM 

Paul M. Tulkens
Cellular and Molecular Pharmacology Unit 

& Centre for Clinical Pharmacy
Catholic University of Louvain, Brussels, Belgiumwww.facm.ucl.ac.be

www.md.ucl.ac.be/pharma/cfcl

• new ways of sending mail, avoiding 
spam and junk etc…

• a few hints for using Directory services

• original version: Aug 8, 2006
• last revision: Dec 16, 2006 
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The good old postal system ... (as it still is)…

• You can drop your letter in any mail box …

• The post-office will take charge of it and direct it where it needs to 

go … (and it usually arrives, but it may take time…)

• if you have the key, you can collect your mail  …
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The good old e-mail system ... (as it was…)

• You could drop your mail in any smtp …

• The Internet would take charge of whatever you sent, and would 

faithfully direct where it needs to go …

• all you need is a password to collect your mail  …

SMTP server Internet POP server
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Where do we go from there ?

SMTP server Internet POP server

• Part #1 : the problem(s)
• Part #1 : changes at the level of the SMTP
• Part #2 : what can you do at POP level (provisional)
• Part #3 : what can you do at Eudora level ?
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THE PROBLEMS …

• with the postal mail, you pay ... and therefore you 
restrict (more or less) the number of mails sent…

• once in the mail box, your letter is in the hand of 
trustful professionals and away from prying eyes...

• to get your mail out of your letter box, you need the 
key, and the key is not available to anyone, is n't it !
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THE PROBLEMS …

• with the postal mail, you pay ... and therefore you 
restrict (more or less) the number of mails sent

• once in the mail box, your letter is in the hand of 
trustful professionals and away from prying eyes...

• to get your mail out of your letter box, you need the 
key, and the key is not available to anyone, is n't it !

sending e-mails is almost free, so that money-minded 
persons liked it ... but do did spammers 

anyone able to collect the Internet packets can read 
what you have sent, and copies are held by every server

POP has a password ... but it is sent unencrypted...
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Overuse is also the problem …

Risk of resistance to β-lactams among invasive isolates of Streptoccus pneumoniae regressed against
outpatient sales of beta-lactam antibiotics in 11 European countries
• resistance data are from 1998 to 1999; antibiotic sales data 1997. 
• DDD = defined daily doses

Bronzwaer SL, Cars O, et al. Emerg Infect Dis 2002 Mar;8(3):278-82
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The problems have dramatically increased over time …
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Our problems and the solutions
• more than 50 % of e-mail today is spam, or non-

solicited, or unacceptable material...
restrict sending to trusted or traceable people
place restrictions to the mail the system will accept

• you cannot make the system work without packets 
being seen and files to be copied on servers ...

encrypt mail

• you cannot have a system without passwords (of one 
sort or another) ...

all passwords should be encrypted
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Do we really have problems with "bad" senders ?

the address "syntegra.fr" does not exist 
and queries to that name are redirected to BT-consulting …
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The new mail … (1)

SMTP server Internet POP server

• Part #1 : the problem(s)
• Part #2 : changes at the level of the SMTP
• Part #3 : what can you do at POP level (provisional)
• Part #4 : what can you do at Eudora level ?
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Solutions can can be divided in 3 groups :

• time - dependent (T > MIC)

• AUC / MIC - dependent

• both AUC / MIC and peak / MIC -dependent

The Main PK/PD properties the new e-mail

trust !

dissimulate

check for safety ...
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All senders need to be positively identified against a 
list of authorized persons

• for UCL members with a full contract, against the 
centralized LDAP server

• for other members, and provisionally, against a 
decentralized LDAP (maintained at the Faculty) 

1. Trusting the sender 
at the level of the SMTP *

* new, centralized SMTP (smtp.dynsipr.ucl.ac.be)
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1. Trusting the sender (UCL full)
Your "dominant" personality (and all others) will be made to use always the 

relay "SSL-UCL" personality for sending...
When sending, you will need to provide a password which is the password of 

your "identifiant global UCL",  NOT the password you use for checking 
your mail ...C -dependent

one for sending: 
= the password of your 

"identifiant global UCL"

one for checking your mail: 
= your present e-mail password 

(unchanged)
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1. Trusting the sender (UCL full)…
Eudora provides with the possibility of having multiple personalities, and we will 
create a personality for sending ... (distinct from that for receiving) and which will be 
used as relay.  
This personality is the one that will be trusted ... 

Here is how  (in 6 steps)…

1. Open your personality Tab, right-click on an 
empty space and and click on "New" 

2. Select "Skip" and click "Finish"
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1. Trusting the sender (UCL full)
how to do… (steps 3-4 out of 6)…

your real name

your e-mail address

your login

3. Fill exactly as shown 
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this is not your incoming mail (POP) server, but your smtp server;
yet, you need to do this to allow correct authentication (bug in Eudora…) 
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1. Trusting the sender (UCL full) : 
how to do … (steps 5 and 6)

5. In the "Options", navigate to "Sending Mail" 
and select the SMTP relay (i.e. the 
personality you have created)

6. Then, reopen your Personality Tab, 
select your Dominant personality, 
right-click and select "Properties", 
and check as shown)
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1. Trusting the sender (UCL full) : 
now you are ready …

Upon sending the first mail in a 
session, you will be presented with this 
dialog box 

I strongly suggest to leave this unchecked,
otherwise anyone who has access to your
computer can pretend to be YOU…

but wait for 5 
slides 
ahead to learn 
what is going to  
happen the first 
stile you send a 
mail with this 
system…
(unless you are very 
brave… or bold…)
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1. Trusting the sender (UCL full)

What are the advantages
• Your mails will be authenticated (it is you who sent that mail and no one else 

unless she/he has access to your machine and knows the password)…

• Your  mail will be encrypted until it arrives at the UCL …

• You can now send from anywhere in the world …(see later…)

• Your sending password is safe …

What are the disadvantages
• you need (so far) two passwords

• the transmission is slower (only noticeable for *big* e-mails)

• if you make mistake with your password for sending, the error message 
message will be (so far) ill-informative.  You DO need to quit and restart Eudora 
for removing the wrong password before you can send anything successfully 
again
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How can you get your "identifiant global" ?
1 2

3
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What about "non-UCL full"

• Your login for sending (aka, that of the SSL-UCL personality) will be 
"your_current_login%md".  This will instruct the system to check your 
credentials on the LDAP server of the Faculty, not the centralized 
LDAP of the University ... 
(for all those who have a "facm" e-mail address, your credentials are 
OK at the Faculty level)

• Your password will be that used for checking your mail (the same
password in both cases)

• This system is a privilege that may be cancelled at any time (in case of 
abuse) and be not be permanent (but no specific date is set so far ...)
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Solutions can can be divided in 3 groups :

The Main PK/PD properties the new e-mail

trust !

dissimulate

check for safety ...



Last revsion: Dec 16, 2003E-mail at UCL - new organization 23

Dissimulation and safety
• on the FIRST attempt to send, you will be rejected by the server AND asked 

to accept a safety certificate that will validate both your machine and your 
personality

• you will need to accept that certificate (click yes...) and you will need to 
resend your first message

• you are then safe ... but linked to your safety certificate (which can be 
revoked...). 
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What do you need for all that ?

Version 7 has also a *very* fast search utility… you'll love it…

Nov 8, 2006: version 7.1 is now available and will be installed on all FACM computers soon…
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What do we hope with this new SMTP ?
• a better control of the indications 

(why do you send a mail for, after all ?)
– if you know that your prescriptions can be traced to you as a  

"trusted user", they might be better thought about …
and no-one will be able to impersonate you …

• a decrease of spam and illegitimate/ inappropriate 
sendings (because the new SMTP is "intelligent"
– would you like to pay for all those useless drugs ?

• more possibilities for trusted UCL users
– if you need to take a drug, you must be allowed to take it !

• a better protection about misuse
– would you leave your morphine stock unattended and unlocked ?

Note: POP will follow the same path but later on …
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May I send mail from outside UCL  ?

• if you are happy with the WEB mail, 
be happy…

• if you need more to feel "like in the lab", and have all your 
boxes and files fully available, yes you can …
Just, talk to us
– Eudora Pro 7.1 ("paying"; no ads; full version) is free for UCL 

members (all) thanks to JP Kuypers…
– all you need is a proper configuration …
– but we only give water to donkeys that are thirsty …

and willing to work a bit …

• May I still use my old Eudora 5 if sending with the VPN ?
– yes for now, but not for long …
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Does it work ?
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The new mail … (2)

SMTP server Internet POP server

• Part #1 : the problem(s)
• Part #2 : changes at the level of the SMTP
• Part #3 : what can you do at POP level (provisional)
• Part #4 : what can you do at Eudora level ?
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At the POP level …
• for the time being, the POP it-self is still managed at the Faculty 

(mail.md.ucl.ac.be) BUT this will change…

• nevertheless, you may already access the present POP server to 
manipulate the way your mail is handled

• but, understand, first, what is the architecture of the system …

message

RFC 
compliant ?

Virus ? Sender 
known ?

NONO NONO

discard silently grey listing

NONO

Spam
assassin

• no spam
• s, sss, sss

Your 
Box

central (LLN)
Faculty (LeW)
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At the POP level …

message

RFC 
compliant ?

Virus ? Sender 
known ?

NONO YESYES

discard silently grey listing

NONO

Spam
assassin

• no spam
• s, sss, sss

Your 
Box

central (LLN)
Faculty (LeW)

causes a slight delay in message delivery 
because the SMTP of the sender must 
resend to be out of the greylist…

here is where the 
angels work…

You can only pray 
they do their do job 

well…

mark onlymark only

and they do it well 
because it blocks 

about 80 % of 
all incoming mails
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At the POP level …

message

RFC 
compliant ?

Virus ? Sender 
known ?

NONO YESYES

discard silently grey listing

NONO

Spam
assassin

• no spam
• s, sss, sss

Your 
Box

central (LLN)
Faculty (LeW)

This is where you
may do something

causes a slight delay in message delivery 
because the SMTP of the sender must 
resend to be out of the greylist…

mark onlymark only
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At the POP level …
• You do this through the WEB mail …
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At the POP level …
• You do this through the WEB mail …
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The new mail … (2)

SMTP server Internet

• Part #1 : the problem(s)
• Part #2 : changes at the level of the SMTP
• Part #3 : what can you do at POP level (provisional)
• Part #4 : what can you do at Eudora level ?

POP server
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At Eudora level ...
• automatic Junk (version 6.2 or above...)
• filters (all versions)

Junk settings

Beware: if you keep this checked, junked 
mail will be automatically deleted from 
the POP server upon next mail check …

Hint: keep it unchecked 
• if you check mail from more than one computer
• have mail being left on the server
• are afraid of loosing falsely "junked" mail …
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Beware of false Junk ...
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A few additional words…

• This additional section will contain useful hints 
about Eudora… and will be improved  over time…

• At present it contains
– hints about using Directory services …
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How to better use Eudora: The University Directories

Enter the last name
(nom de famille)
here …
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Look at what you can get and do ...

click now 
here …
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Which directory and how  ...

Accessible from UCL only (or 
under VPN); gives personnel only 
if port 105 is selected

gives personnel and students if 
port 107 is selected

Accessible from anywhere but 
gives personnel only

does not work always…
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How to configure ...
• basic configuration is set by Martial on all FACM-machines ...
• if you are interested to configure other directories and/or other machines 
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