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The good old postal system ... (as it still is)...

* You can drop your letter in any mail box ...
* The post-office will take charge of it and direct it where it needs to

go ... (and it usually arrives, but it may take time...)

« if you have the key, you can collect your mail ...
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The good old e-mail system ... (as it was...)

| W MOUNTLOY POST BFFICE

* You could drop your mail in any smtp ...
 The Internet would take charge of whatever you sent, and would

faithfully direct where it needs to go ...

« all you need is a password to collect your mail ...
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Where do we go from there ?

| J MOUNTATY POST BFRCE

. the problem(s)
Part #1 . changes at the level of the SMTP
Part #2 : what can you do at POP level (provisional)
Part #3 : what can you do at Eudora level ?

E-mail at UCL - new organization Last revsion: Dec 16, 2003



e with the postal mail, you pay ... and therefore you
restrict (more or less) the number of mails sent...

e once in the mail box, your letter is in the hand of
trustful professionals and away from prying eyes...

e to get your mail out of your letter box, you need the
key, and the key is not available to anyone, is n't it !
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THE PROBLEMS ...

e with the postal mail, you pay ... and therefore you
restrict (more or less) the number of mails sent

sending e-mails is almost free, so that money-minded
persons liked it ... but do did spammers

e once in the mail box, your letter is in the hand of
trustful professionals and away from prying eyes...

anyone able to collect the Internet packets can read
what you have sent, and copies are held by every server

e to get your mail out of your letter box, you need the
key, and the key is not available to anyone, isn't it !

POP has a password ... but it is sent unencrypted...
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Overuse is also the problem ...
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DDD beta-lactam antibiotics/ 000

Risk of resistance to B-lactams among invasive isolates of Streptoccus pneumoniae regressed against
outpatient sales of beta-lactam antibiotics in 11 European countries

* resistance data are from 1998 to 1999; antibiotic sales data 1997.

 DDD = defined daily doses

Bronzwaer SL, Cars O, et al. Emerg Infect Dis 2002 Mar;8(3):278-82
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The problems have dramatically increased over time ...

—— macrolides

1/3 patients

1/5 patients

40 - - tetracyclines
35 ——penicillin* intermediate
-&- penicillin* full resistant
30 A
()
> 25 A
c
Q20
)
o 15 -
10 A
5 _
O‘ l.l.l l.l.l.l.l.l.l T T T 1

85 86 87 88 89 90 91 92 93 94 95 96 97 98 99

* all B-lactams (= penicillins, cephalosporins, ...)

20

Belgian Reference Laboratory for pneumococci, Leuven, 2000
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Our problems and the solutions

 more than 50 % of e-mail today Is spam, or non-
solicited, or unacceptable material...

=>restrict sending to trusted or traceable people
=>place restrictions to the mail the system will accept
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Do we really have problems with "bad" senders ?

Date From To Status
2006-07-27 21:29:58 condernaradul @yahoo.com tulkens@facim.uel.acbe =
2008-07-27 21:21:48 tulkens@facmmnslan be tulkens@facin.uel.ac be o =
2006-07-27 21:21:428 tulkens@facrnclac be Jonasi@endo uclacbe ) =+
2006-07-27 21:21:48 tulkensiE farmm uelas be feroru@mint uclac be o =
2006-07-27 212148 tulkensE@farm uclas be wanbarrbelka@facrnnclac be o =
2008-07-27 21:21:48 tulkens@facmm.nclac be tulkens@facim ucl.ac be o =
2006-07-27 21:21:48 tulkens@iacmmncla be ertnarel hermans@farluclac be ) =
2006-07-27 21:21:48 tulkers@facmmnclan be els arpe@facim. ucl.ac be o =
2008-07-27 20:37:15 mascrose@akten.com tulkens@facim.uel.ac be ™ ] =+
2006-07-27 20:20:11 mare boussard @symtegra fr tulkens@facr uclac be " —
I http://smtp-db.dynsipr.ucl.ac.be - SIPR/UCL F - |E||1|
2006-07-27 20:20:07 marc houssard@syntegrs fi tulkens@facm uelac be =
Detail for message: 1341A1 2006-7-27_20:18:28_smip-1 i
2008-07-27 20:20:03 marc boussard@symtegra fr tulkens@facim ucl.ac be
0060727201932 mare bowssard@syntegra ft tulkens@Facm ucl ac be MAILID 134141_2006-7-27_20:18:28 smip-1
MAILDATE 2006-07-27 20:18:28
2006-07-27 20:19:26 mare boussad@symtega fr tulkens@facin.uel.ac be MAILHOST sratp-1
2006-07-27 20:18:44  marc boussard@svmtesra fr tulkens@facta uelac be MAILQUEUE CLAN_ 134141
2006-07-27 20:18:36 mare boussard @symtegra fr tulkens@facim uclac be e ENFV QRN -
MMAILSTATUS reject.clam
2006-07-27 20:15:28 marc houssard@syntegrs fi tulkens@facm uelac be MAILHOSTFROM
2006-07-27 19:46:50  preat@farg uclache tulkens@factn uclaz be MAILUSERFROM tarc. houssard@syntegra. fr
2008-07-27 19:39:59 ecec@onstel net tulkens@facim ucl.ac be G oM
MAILHFLO
2006-07-27 18:33:12 tulkens@facta.uclac he MAILUSERENVTO tulkcens@ facm uclac. be
2006-07-27 19:2458  kera@fhunt com tulkens@facta uclac be MAILUSERHEADERTO
2006-07-27 190114 balli int uclac b tulkensiEf: Lac b AIIIMES ST
-07- a1 alligand@tnint ulac be nsiEfacm uelac be MAILCLAMSTATUS 1
2006-07-27 18:47:05 Java-awrtEjae. s .com tulkens@facmm uelac be MAILCLAMMSG Worm Bagle CT
0060727 12:13:17  tulkens@facm ucl ac be infa- portail@uclowvain be MAILREJECTMSG
MAILSCANNERMSG
MAILSCANNERSCORE
MAILQUARANTINEMSG
n n H |
the address "syntegra.fr" does not exist MAILDEFERRED
A s A MAILLOCAL
and queries to that name are redirected to BT-consulting ... TN i 5
Daone
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The new mail ... (1)

Part #2 . changes at the level of the SMTP
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The Main PK/PD properties the new e-mail

Solutions can can be divided in 3 groups

trust !

dissimulate

check for safety ...
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1. Trusting the sender
at the level of the SMTP *

All senders need to be positively identified against a
list of authorized persons

 for UCL members with a full contract, against the
centralized LDAP server

« for other members, and provisionally, against a
decentralized LDAP (maintained at the Faculty)

* new, centralized SMTP (smtp.dynsipr.ucl.ac.be)
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Your "dominant” personality (and all others) will be made to use always the
relay "SSL-UCL" personality for sending...

When sending, you will need to provide a password which is the password of
your "identifiant global UCL", NOT the password you use for checking
your mail ...

one for sending: one for checking your mail:
= the password of your = your present e-mail password
“identifiant global UCL" (unchanged)
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-0
) 1. Trusting the sender (UCL full)...

Eudora provides with the possibility of having multiple personalities, and we will
create a personality for sending ... (distinct from that for receiving) and which will be
used as relay.

This personality is the one that will be trusted ...

Here IS how (in 6 steps)...

File Edit Maibox Message Transfer Spec

EETAY X EIEIE
=] x]

New Account Wizard |

2L YL Y¥ Account Settings

Persona Whould vou like to

-,;#' <Daminant >

{~ Create a brand new email account

Chieck Mail
send Queued Messages

- - Import settings From an existing email account
=

Message »

' Delel!g (=]

Broperties AlE+Emter

.ACCUll'ﬂt S‘Eﬂlp ' Skip directly ko advanced account setup

QUALCOMNN

v Allow Docking
Hide

= Back Zancel Help

Floak In Main wWindow

1. Open your personality Tab, right-click on an
empty space and and click on "New"

2. Select "Skip" and click "Finish"
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1. Trusting the sender (UCL full)
how to do... (steps 3-4 out of 6)...

this is not your incoming mail (POP) server, but your smtp server;
yet, you need to do this to allow correct authentication (bug in Eudora...)

Create New Accounk e S Create Mew Account 2 x|

i3eneric Properties | Trcoming Mail I Genetic Properties  Incoming Mail |

——  SEFVEL! | I smtp.dynsipr.ucl. ac.be

Corfiguration: ™ POP  ( IMAP

> Personality Mame: | SaL-JCL

weatene: | [ yourrealname ]
crei sddess: | [your e-mal address |

P SMTF Server: I smtp, dynsipr.ucl, ac,be
» [ suthentication allowed

[T Use relay personality, if defined
> W Use submission port (S57)

= [ Leave mail on server

[ Delete from server after I 0 days

[ Delete from server when emptied fram Trash

=P [ skip messages over I 40 K in size

Default Domain: I

Default Skationery: I::Nu:u Default =

=l

Defaulk Signature: I::Nu:u Defaulk j
Authentication skyle:

@ i+ Passwords { Kerberos . APOP " RPA

Secure Sockets when Sending

|Required, STARTTLS ~v|  LastssLinfo |

-»l_ Check Mail

(- c
= =
o @)
e e
(7))} 7y}
(7)) 7))
®© ©
] (0]
O @]
= =
% %,
- -
= =
L (%)
£= =
T =

Secure Sockets when Receiving

_>’7|Never >|  LastSsLInfo |
oK I Cancel | Help | Ok I Zancel | Help |

3. Fill exactly as shown 4. Fill exactly as shown
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1. Trusting the sender (UCL full) :
how to doO ... (steps 5 and 6)

21X Account Settings for <Dominant 2| x|
Cakeqgory:
|a| Email address: eneric Properties | Incaming Mail
g”) I tulkens@facm.ucl.ac.be
Checking Mail J Domain ko add ko unqualfied addresses: Personality Mame: <Dominank =
2 ,L g 2aul M, Tulkens
Incoming Mail SMTP server: Real Name:

| mail.ecpnet. be Email Address: I kulkens@facm,ud, ac,be

SMTP Relay Personality: ISSL-LICL "I
Liset Marne: I prulkens

)

Sending Mail

% . [ allow aukhenticatiber
=\ ™ Immediate send SMTP Server: I smtp.rnd.ucl. ac.be
Camposing Mail [ Send on check

Bukhentication allowed

A ™ Use submission port (587)
- s L )
| T ¥ Use relay personality, if defined
Internet Dialy Fy
i “Never | Lastsstiio | &

Replying j oK I Cancel | Help |

5. In the "Options", navigate to "Sending Mail" 6. Then, reopen your Personality Tab,
and select the SMTP relay (i.e. the select your Dominant personality,
personality you have created) right-click and select "Properties”,

and check as shown)
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Upon sending the first mail in a
session, you will be presented with this
dialog box

Please enter the current password For

Personality:  SSL-LUCL
Username:  ptulkens

Server! smtp. dynsipr, ucl, ac.be

Password: I

@ member password For this persanality
’Q‘gﬁ (8] 4 Cancel |

| strongly suggest to leave this unchecked,
otherwise anyone who has access to your
computer can pretend to be YOU...

[

1. Trusting the sender (UCL full) :
now you are ready ...

but wait for 5
slides

ahead to learn
what is going to
happen the first
stile you send a
mail with this
system...

(unless you are very
brave... or bold...)

E-mail at UCL - new organization Last revsion: Dec 16, 2003
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&
£ 1. Trusting the sender (UCL full)

* Your mails will be authenticated (it is you who sent that mail and no one else
unless she/he has access to your machine and knows the password)...

* Your mail will be encrypted until it arrives at the UCL ...
* You can now send from anywhere in the world ...(see later...)

* Your sending password is safe ...

* you need (so far) two passwords
e the transmission is slower (only noticeable for *big* e-mails)

» if you make mistake with your password for sending, the error message

message will be (so far) ill-informative. You DO need to guit and restart Eudora

for removing the wrong password _before you can send anything successfully
again

E-mail at UCL - new organization Last revsion: Dec 16, 2003
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How can you ge

3 UCL - Accueil - Mozilla Firefox
Eile

our "identifiant global"

Edit \iew Go Bookrharks  Tool:  Help

@-2-2 & 0 h ID http: e, Uclouvain bel
l

| agenda | répertoires | biblioth&éques | plan d'accés | p |
de]lLowaln : CL?
= J & r O e :"'i‘;’
L ] ] : . i Lt .leﬁfi

| Acadérmie universitaire 'Louvain' | Institutions partenaires |

| mon gureau | s'identifier |

Unlverslte cathu‘lnque

1

1

(R
N

SEeEg W

| English wersion |

Activation de compte utilisateur - I

Wous devez vous identifier pour continuer.

Mon numéro de carte d'accés :

Ma date de naissance :

JJ Mois | AAAL
Ok Annuler
Exemple :

W carte 1233567 | NP FGS 12345673
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What about "non-UCL full"

* Your login for sending (aka, that of the SSL-UCL personality) will be
"your_current_login%md". This will instruct the system to check your
credentials on the LDAP server of the Faculty, not the centralized
LDAP of the University ...

(for all those who have a "facm" e-mail address, your credentials are
OK at the Faculty level)

* Your password will be that used for checking your mail (the same
password in both cases)

« This system is a privilege that may be cancelled at any time (in case of
abuse) and be not be permanent (but no specific date is set so far ...)

E-mail at UCL - new organization Last revsion: Dec 16, 2003
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The Main PK/PD properties the new e-mail

Solutions can can be divided in 3 groups

dissimulate

check for safety ...
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Dissimulation and safety

 onthe FIRST attempt to send, you will be rejected by the server AND asked
to accept a safety certificate that will validate both your machine and your
personality

» you will need to accept that certificate (click yes...) and you will need to
resend your first message

e you are then safe ... but linked to your safety certificate (which can be
revoked...). ,D

Account Settings for SIPR-SSL 2| x| —enerAl
Certificate Information Manager x|
Generic Propetties |Incu:|ming Mail |
o T I;Q] Server Certificates -
S @ BE, Universite cathaligue de Louvain, SIPR, smkp,dynsipr,ucl.ac,be, pos
Real Mame: | Paul M, Tulkens {via SIPR-55L) I;TE] Iser Trusted Certificates
Email address: |tu|kens@Facm.ucI.ac.he ----- f3 EE, 'l.-'l.fe.:llc:nu.a, LLM, thl:LJ F'.LITCERT,.LICL ROOT Ca, ca@ucl.ac.be
u ifq BE, Universite catholigue de Louvain, SIPR, smtp.dynsipr.ucl.ac.be, pos

User Mame: | prulkens I;TZ] Eudora Provided Trusted Certificates o
SMTP Server: I smtp, dynsipr.ucl, ac.be 4 I I 9

v authentication allowed

[ Use relay personality, if defined T Certificate

¥ Use submission port (587) Subject: I EE, Universite catholique de Louvain, SIPR, smtp.dvnsipr.ucl.ac.be

Default Domain: I

Issued By: | BE, Universite catholique de Louwvain, SIPR, smbp.dynsipr.ucl.ac.be

Default Stationery: |<Nc- Default =

Default Signature: |Standard Malid Erom: I Saturday, May 20, 2006 05:42:09

) Yalid To: | Sunday, May 20, 2007 03:42:09

"Secure Sockets when Sending

|Required, STARTTLS i Last S50 Info -
Serial #: | DOF3 4489 7744 BIDA 4C
™ Check Mai f
Thurnbprink: | 3BEC EE11 SFCO 4531 SABE BOSS 90E3 ABG1 14AC ISH.ﬁ. =]
Ok Cancel Help | [s¥atala]
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Version

What do you need for all that ?

=
EUDORA

Version*

QLIALCDM

Werzion 7.0.1.0 - Paid Mode [77]
Feg #7674-5033-92354-2104
Registered to UCL Halles Site License
Copyright & 1331-2008 QUALCOMM |ncorporated

Eudora and Eudara Pro are Registered Trademark.s of
GQUaLCOMM Incorporated

Data: chTulkenssE udorah
Application: C:\Program FilezsGualcommE udora®,

Wizt web Site | redits |

7/ has also a *very* fast search utility... you'll love it...

Nov 8, 2006: version 7.1 is now available and will be installed on all FACM computers soon...

E-mail at UCL - new organization
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What do we hope with this new SMTP ?

» a better control of the indications
(why do you send a mail for, after all ?)

— if you know that your prescriptions can be traced to you as a
"trusted user", they might be better thought about ...

and no-one will be able to impersonate you ... (.J“’
« a decrease of spam and illegitimate/ inappropriate e
sendings (because the new SMTP is "intelligent"
— would you like to pay for all those useless drugs ? b
* more possibilities for trusted UCL users
— iIf you need to take a drug, you must be allowed to take it ! ‘\

e a better protection about misuse
— would you leave your morphine stock unattended and unlockeds?

Note: POP will follow the same path but later on ...
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May | send mail from outside UCL ?

« if you are happy with the WEB maill,
be happy...

* if you need more to feel "like in the lab", and have all your
boxes and files fully available, yes you can ...
Just, talk to us

— Eudora Pro 7.1 ("paying"; no ads; full version) is free for UCL
members (all) thanks to JP Kuypers...

— all you need is a proper configuration ...

— but we only give water to donkeys that are thirsty ...
and willing to work a bit ...

« May I still use my old Eudora 5 if sending with the VPN ? |
— yes for now, but not for long ...
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Does it work ?

Feceived: from antec.facm.ucl.ac.be (213.219.184.2253 .adslpower . .by.edpnet.hbe [213.2192.1584.223])
(uzing TLSw1 with cipher DHE-RSAL-AESZS56-SHL (256/2Z256 hits))
(Mo client certificate requested)
(Authenticated sender: ptulkensfizswmtp-l.dyhnsipr.ucl.ac.be)
by swmtp-l.dynsipr.ucl.ac.be [(Postfix) with E3MTP:
Fri, 28 Jul 2006 08:39:24 +02Z200 (CE3T)

Message-Id: <7.0.1.0.2.20060728083401.04c3aad0ifacm. ucl.ac. bhex

X-Mailer: QUALCCOMM Windows Eudora Version 7.0.1.0

Date: Fri, 28 Jul 2006 05:39:11 +0200

To: Dominicgue Pestiaux <Dominigue.Pestiauxfcumg.ucl.ac.he>

N

Feceived: from [192.165.1.2] (7.157-241-81.adsl-dyn.isp.bhelgacom.be [51.241.157.7]]
(u=ing TLSw1 with cipher DHE-RSA-AESZS56-SHL (256/2Z56 hita))
(No client certificate requested)

[Authenticated sender: preatimdismtp-3.dynsipr.ucl.ac.he)
by smtbp-3.dynsipr.ucl.ac.bhe [(Postfix) with ESMTPE;

Thu, 27 Jul 200686 19:46:55 +0Z00 [(CEZT)

Message-ID: <44 C3FCOF.3030104farg.ucl.ac. . bex

Date: Thu, 27 Jul 2006 19:46:55 40200

From: Wéronicgue Préat <preatffarg.ucl.ac.her

To: Ywes—Jacques SCHMEIDER <visfuclowvain.hes,
Rita VWanbewer <wvanbheverffarg.ucl.ac.bes>,
Dlivier FERCHN <feronfmint.ucl.ac.hes>,
"Marie—-Paule Mingeot-Leclerco (from Toshiba)l ™ <mingeotffacm.ucl.ac.her,
vanharmbekeflfacw.ucl.ac.be, tulkensfifacm.ucl.ac.he
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The new mail ... (2)

Part #1 : the problem(s)
o Part #2 : changes at the level of the SMTP

o Part #3 : what can you do at POP level (provisional)
Part #4 . what can you do at Eudora level ?
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At the POP level ...

« for the time being, the POP it-self is still managed at the Faculty
(mail.md.ucl.ac.be) BUT this will change...

nevertheless, you may already access the present POP server to
manipulate the way your mail is handled

* Dbut, understand, first, what is the architecture of the system ...

central (LLN)
e

— — Faculty (LeW)
RFC Virus ? Sender Spam
compliant ? known ? assassin
E— Your
message - : —
TR Box
NO NO 'NO
1 |

discard silently grey listing

E-mail at UCL - new organization Last revsion: Dec 16, 2003
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here is where the
angels work...
You can only pray
they do their do job
well...

At the

X

central (LLN)

POP level ...

and they do it well

because it blocks
about 80 % of

all incoming mails

/\
— — Faculty (LeW)
RFC Virus ? Sender Spam
compliant ? known ? assassin
message Your
Box

mark only:

causes a slight delay in message delivery
f ot — because the SMTP of the sender must
grey IIStIng resend to be out of the greylist...

E-mail at UCL - new organization

Last revsion: Dec 16, 2003

30



At the POP level ...

This is where you
may do something

central (LLN)

/\
— — Rac Ity (LeW)
RFC Virus ? Sender Spam N
compliant ? known ? assassin

message

Box

mark only:

causes a slight delay in message delivery

i —» because the SMTP of the sender must
_ grey IIStIng resend to be out of the greylist...
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At the POP level ...

* You do this through the WEB mail ...

@ |.§J || @ ||_| http:f fweaene facm.ucl, ac. bef

Université Catholique de Louvain (UCL-Bruxelies)
Department of Pharmaceutical Sciences
Cellular and Molecular Pharmacology Unit

At a glance:

Team | Research Topics | Contact us | How to reach us |

Full Papers | Posters and Oral corrmunications | PhD and Master Disserati

Bl Séminaire de Pathologie Infectieuse | Séminaire et Conférences du Dépatement des Sei

* + &

More...

Useful links:

Local Web Tools: "'=W Transvol (sending large attachmeg@ts) | Ywebrmail

Bibliography: Fubied | Highvyire | UCL On-line Library | Impact factors | In

* & + ¥ &
=]
=3
=
£
ES
o
o
=
o
[
o
=
=
=
o
=
o
[53]
=
[
=
=
—
m
=
=
T
5
—_
m
%]
I
o

I https:f v, nid, Ll ac,befwebrmail fsecflogin, php

SquirrelMail

. webrmail

Bl 7 forr
¥ nuts

Sguirrellail version 1.4.6
B the Squirrellail Project Team

Faculte de Meédecine Login

Matne: |ptu|kens

Pazsword: |’*°“‘“““‘“°‘°‘°“
Login |

skmarks  Tools  Help

g |L‘§J ‘O h I https: f i i ucl, ac, be fweebmallsrcfwebmall, php

Current Felder: INBOX

Compose  Addresses Foldcr@arch Help ZShares Filters

[ Mext| 1234567 ... 131

Move Selected To:
[INBOX =] Move | Forward

From @
[" Le Monde.fr

[T TeamSuchmaschinen

" geliopou(@caregroup.harvard.edu
[" chiffon Betts

" Christin

16 | Show All | Togale All

Date &
08:00

0741
03:45
03:13
01:16

Subject @
Le Monde.fr - Lett

fSpam?t Warum is

+Request for manus
+I'Spam?} Meet the

fSpam?t Waarom i

E-mail at UCL - new organization
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At the POP level ...

* You do this through the WEB maill ...

itks  Tools  Help

= ) |I!Ii! Fittps: f fueseir.rnd, uicl. ac.befwebmai src webrnai. php J'j @ Go ||GL
Sign €
‘ompose Addresses Folders Ophons Search Help Shares  Filters =1E
Ciptions
FPersonal Information Dhsplay Preferences

This contains personal information about yourself such as your name, your email
address, etc.

Meszame Highlichting

Based upon grven criteria, mcoming messages can have different background

Tou can change the way that = oquirreltail looks and displays mformation to you,
such as the colors, the language, and other settings.

Folder Preferences

These settings change the way vour folders are displayed and mampulated.

colors i the message st This helps to easily distinguish whe the messages are
from, especially for mailing lists.

Index Crder Change Password
Change your login password for maitl service.

The order of the message index can be rearranged and changed to contain the
el

arder you want.

Ilessage Filters
Server-Side mad filter
forward, delete or pla

g enables yvou to add critenia in order to automatically
E a given message into a folder,
Vacation

Thiz plugin allows you to set an auto-reply message to tcoming email Mlost
commenly used to notify the sender of one's absence.

Tl forward
Thiz plugin allows you to set a forwarding address to incoming email.
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The new mail .

Part #1 : the problem(s)
Part #2 . changes at the level of the SMTP

Part #3 : what can you do at POP level (provisional)
Part #4 . what can you do at Eudora level ?

E-mail at UCL - new organization Last revsion: Dec 16, 2003
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At Eudora level ...

e automatic Junk (version 6.2 or above...)
 filters (all versions)

Beware: if you keep this checked, junked
mail will be automatically deleted from
the POP server upon next mail check ...

Junk settings

Category: Cakeqory:
- :l — Junk Threshald ﬁ ;l —Esateric Stuff
- || 1

Consider mail jurk i score is at least only remove junk Bhose scare is at least I 0

1
) Skatistics

, , ; , Junking a ressagatassigns it a score of 100

1
0 50 100 %
= Trim old junk ko matbo:: I Trash

—Junk and Address Books

IV Mail isn't junk if sender is in an address book = Add ot Junk'ed Wiiders to Address Bonk: I
[™ put Mot Jurk-ed senders in address book ﬁ'
; l ¥ Delete fetched junk from server I
. — Junk Mailbox

= v aukomatically place junk in Junk mailba v Use ctrl-2 for Junk

ﬁF ™ Jurnk mailbox is never marked unread
Junk: Mail Extras ™ Ignore date on junk: : Hint: keep it unchecked

. %b « if you check mail from more than one computer
\i"'ﬁ)  Trirnrning Junk Mailbos  have mail being left on the server

1 [ Remove mail that is at least |30 days old Cantent Concentrator « are afraid of loosing falsely "junked" mail ...

Zonktent Concentratar v Wiarn before remaving
& Boss'Watch I |
Bosswatch ;I o Cancel ;I ok Cancel | Help
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Malbox Message Transfer Spec

» =3eware of false Junk ...

. EBAln Ctrl
out Ctrl+0
| = Junlk
] ETrash
-i :@l = Faula.M O&:48 5/08/2006 7 {3pam?} 3o finden Sie einen neuen Partner! |
!lﬂ 6l Chris Dujardin 09:40 3/08/2006 24 Test nu gratis en wvolledig vrijblijvend 21 dagen
SR T Intertise 12:20 8/08/2008 & {Spam?} POP Advertising Systemn
W 75 adarmu attaha 02:43 9/08/2006 {Spam?} TRELT LS URGENT ALND CONFIDEMTIAL.
g 99 adamu_ attahal 11:31 2/08/2006 {3parm?} TRELT A3 URGENT ALND CONFIDEWNTIAL.
] 54 Virginie 14:00 9/08/2008 17 {Spam?} Volg 1 jaar gratis aanbestedingen op - 3u
W 100 katyvuska rojas 16:42 9/08/2006 4 {3pam?} Super Sail on Mines
™ 53 BErenda Sapp 13:24 9/08/2006 4 {3pam?} re: what's your opinion?
¢ o5 stevidimpoffer. com 2z:10 9/08/2006 4 {3pam?} You can Win $5,000,000 with just one spin
%] 57 ebay ratgeher ZZ:47 9/038/2006a a3 {3pam?} 2elbststaendig werden mit EBAY
@ 57 EMENTALRIO FORENSE - COMP 22:58 9/08/2Z005 13 {3patn?} JURISPRUDENCIAL E LEGISLACAD, MOD PETICCES
@& &0 156698 spot . centerieda.co 23:45 9/08/2006 3 {Spam?} Medlll
@ oo 156690 spot .. centerieda.co 23:45 9/03/2006a 3 {3pam?} Medlll
& 100 Term Quotes in 2 Minutes 03:40 1070872006 4 {3pam?} Protect Your Family with $Z250E in Cowverad
52 Shawna Hurd 10:04 10/08/2Z006 4 {Spam?} Rel:
™ a7 ratgeber—-job 10:37 1070872008 9 {3pam?} Job Ratgeber - 50 finden S3ie einen neuen
i 67 ratgeber-job 10:37 10/08/2008 9 {3pam?} Job Ratgeber - 30 finden Zie einen neuen
w a7 tayvlor jennifer 1z:28 10/08/2Z006 6 {S3pam?} RE:CONTACT
@ 57 SPANISH SWEEPSTAKE LOTTE 13:55 10/08/72006 & {3patn?} SPANISH E-MAIL RESULT
Network Solutions 10/08/2006| & Take Advantage Of Our Swmoer Jale Today!
™ =h gtevdimpoffer.com 16:14 10/08/2008 4 {3pam?} Win at new casino or get your money back!
i 61 EH Capital Ltd. 16:41 10708720086 & {3pam?} Does wour business need a line of credit?
e 99 Team-2uchmaschinen 17:158 10/08/2006 4 {3pam?} Mehr Eesucher fuer Ihre Domain www.facm.u
™ 6l Christin 01:16 1170872008 & {3pam?} Waarom is alleen uw concurrentie bij Goog
W 100 chiffon Eetts 03:13 1170872006 3 {3pam?} Meet the nawtyest bhabes that want it
e 99 Team3uchmaschinen 07:41 11/05/2006 4 {3pam?} Warum ist IThre Webseite www.facm.ucl.ac.h
gz Dawe Eenton 23:07 6/09/2008 & {Spam?} Prospect g
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A few additional words...

e This additional section will contain useful hints
about Eudora... and will be improved over time...

« At present it contains
— hints about using Directory services ...
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How to better use Eudora: The University Directories

. Tools  Window  Help QUery ITquens| ;I | Stark I ~ Protocols
| E?lters Status: Rea’) Regist... |
Az Resmi Marme | imail | Phone | Dakabase | %Finger
Mailboxes L E;P.P
File Brovwser
Stationery
Signatures
Personalities
Task Status
Task Etrars
Address Book Ctrl+L
Diresgtory Services  Ctr+-y
Lirik 'StI:lr'g.f ~Databases
- Configured Servers | Prokocal
SliRlcsics O ?}JQualcnmm Finger Server Finger
(8 ESP Groups [ bl Big Foot LDAP
O] %8 annuaire-LoAP LDAP
Cptians. . [ &8 who where LDAP
@annuaire CL Ph
[ &aLDap Fh
@annuaire UCL via LDAP.ELEC.UCL.AC.BE Fh
[ eEigFaat Fh
O @Qualcnmm Ph
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Look at what you can get and do ...

Query | Tulkens | |_§tart | | rProtocols
Status: Ready - Last found 3 Reqistered Drivers I
Marne | Ernail | Phuo }LFinger
ﬁHenry Tulkens tulkens@core.ucl.ac.be ':'Qi s e ol o
@Fran;nise Tulkens  francoise. tulkens@dpcr . ucl, ac.be @Ph
@Paul Tulkens tulkens@racm.ucl. ac.be lEJE LDAR
~Databases
« | il S eaatenmen
o ger Server
MName: FPaul Tulkens O '!"EE“I;I Faat
Email(w): tulkensifacm.ucl.ac.be O E:-Ewh-:. where
’ Téléphone: 02/764.73.71 BB Annuaire UCL via GALA
Departemenif: eid O @annuaire JCL-5T4
Unite: FACH 0 @EigFDDt
O @Qualmmm
O @ birmirngharn
':Eiisap-wcurshnp
O @isap_administratinn
O (isap_e-m
O @ Jaink-meet-SEIMC-BYIIM-
O l:ﬂi Eudora Micknames
Tao I Cc | B | [~ Keep On Top —m':'dlﬁ'

& Adiress Book T Directory Services | Fiters | 5 Fier Report | [@)Link History |
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General | Attributes I

— Server name

2 x|

Enter the name for thiz zerver the way pou would like it to appear
irt the list of servers:

annuaire UCL-514-perzonne

Which directory and how

 Server setup

Enter the nebwork host name for this server.

Ml (mEme: ire. zia.ucl. ac.be

Fuart;

Accessible from UCL only (or

under VPN); gives personnel only
If port 105 is selected

ak. I Cancel Applp

Accessible from anywhere but
gives personnel only

— Server name

Enter the name for thiz zerer the way you would like it to appear
it the lish of servers

— Server zetup

Enter the netwark. bazt name for this serer.

ire.zia.ucl. ac. be

Huost narme:

Fart:

gives personnel and students if
port 107 Is selected

E-mail at UCL - new organization
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General | Litributes I

— Server name

Enter the name for thiz server the way you would like it to appear
in the list of servers:

annuaire LCL via LDAP.ELEC. LUCL AC.BE

— Server zetup

Enter the netwark, host name far thiz server.

3l REmiE: Ildap.elec.ucl.ac.be

Part: I1 05 %

(1] I Cancel | Spply |

does not work always...
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How to configure

» basic configuration is set by Martial on all FACM-machines ...
« if you are interested to configure other directories and/or other machines

JUCL - Courrier électronique - Mozilla Firefoz = |

File

Edit Wiew Go Bookmatkieoel sl

=R

B - & & [ O ||_| hittp:ihanen Ul ouvain. bessi-mail him j @ Go I@v

%

| mon bureau | s'identifier |

| information sur | inforrmation pour | agenda | répertoires | bibliothéques | plan d'accés | :k: |

Université catholique
de Louvain

COURRIER
ELECTRONIQUE

= L'adresse de courrier
électronique

= foocés au service de
courrier électronique

> BCCEs au courrier
électronique pour étudiants

L Ly

SYSTEME D'INFORMATION

* UCL = Services = Systéme d'information = Principaux services = Courrier électronique

COURRIER ELECTRONIQUE

Dautres docurments sont disponibles movennant voire identification sur le portall,

Le courrier électronique est un service d'Internet gui permet d'envoyer des messages d'un correspondant
(expediteur) 4 une ou plusieurs autres personnes (destinataires).

Le message electronique est compose de texte mais peut également contenir d'autres gléments tels que sons,
images, fichiers de données...

L'acheminement des messages est base sur le protocole SMTP (RFC 2821) et nécessite de |la part de 'expediteur

E-mail at UCL - new organization

Last revsion: Dec 16, 2003 41



	New organization of e-mail at UCL…�Implementation at FACM 
	The good old postal system ... (as it still is)…
	The good old e-mail system ... (as it was…)
	Where do we go from there ?
	The problems …
	The problems …
	Overuse is also the problem …
	The problems have dramatically increased over time …
	Our problems and the solutions
	Do we really have problems with "bad" senders ?
	The new mail … (1)
	The Main PK/PD properties the new e-mail
	1. Trusting the sender �at the level of the SMTP *
	1. Trusting the sender (UCL full)
	1. Trusting the sender (UCL full)…
	1. Trusting the sender (UCL full)�how to do…  (steps 3-4 out of 6)…
	1. Trusting the sender (UCL full) : �how to do … (steps 5 and 6)
	Trusting the sender (UCL full) : �now you are ready …
	1. Trusting the sender (UCL full)
	How can you get your "identifiant global" ?
	What about "non-UCL full"
	The Main PK/PD properties the new e-mail
	Dissimulation and safety
	What do you need for all that ?
	What do we hope with this new SMTP ?
	May I send mail from outside UCL  ?
	Does it work ?
	The new mail … (2)
	At the POP level …
	At the POP level …
	At the POP level …
	At the POP level …
	At the POP level …
	The new mail … (2)
	At Eudora level ...
	Beware of false Junk ...
	A few additional words…
	How to better use Eudora: The University Directories
	Look at what you can get and do ...
	Which directory and how  ...
	How to configure ...

